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28 & (Jeongcheol Kang)

Enterprise Security Engineer @ Next Securities
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| Enterprise Security Engineer
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Password Requirements

Minimum length 8 characters

Complexity requirements Lower case letter
Upper case letter
Number (0-9)
Symbol (e.g., |@#$%"&*)
Does not contain part of username
Does not contain first name
Does not contain last name

Maximum 2 consecutive repeating characters




Password Requirements

Minimum length 8 characters

Complexity requirements Lower case letter
Upper case letter
Number (0-9)

Symbol (e.g., |@#$%"&*)

Priority  Rule Status Actions

Catch-all Rule ENABLED | Actions ¥

IF  Any request THEN  Access: Allowed with password + another factor

Your org's authenticators that satisfy this requirement:

Password

Additional factor types

Okta Verify - TOTP or Okta Verify - Push or Okta Verify - FastPass
r identity with a knowledge factor (Password) before the possession factor. To change
5, protect against password-based attacks in Security > General (2
Possession factor constraints: Require user interaction
Authentication methods: Allow specific authentication methods
Password re-authentication frequency is: Every time user signs in to resource

Other authenticator re-authentication frequency: Every time user signs in to resource
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| STRATEGY: SHIFT LEFT SECURITY
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| THE 3S STRATEGY: SELECTION & FOCUS

= Secret Scanning SAST SCA
CH & API Key, Passwords Source Code Open Source Libs
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| SECRET SCANNING: REAL-TIME VIGILANCE

=

@ devsecops_alert

A t. s 1-D 1. 1. dl Messages {9 Add canvas &% Workflows +
CTive secre erecredq:

Cremit (Argus) APP 6:16 PM Q  Search messages in this channel (8F) X
Cremlt(ArgUS) %ﬂa—@% Od%él'ozl /é!/\lj._I'QE 7?_%% Hl% “ @ Active Secret Detected
Organization: nextsecurities
jcQj _I_Tl_% L:ljl- Il 6'._?_ Slackgi §A| %I- %I % l:JEI-_géljl- Ll El_ Source: nx—securlt.'les
Target: nx-securities/devops-platform
. Masked Data: {"github_token": "ghp_****PAwk"}
e &Xl: GitHub PR [ Push Al & AlZ2F ADHY Detected At: 2026-03-03 09:16:20
° OEI- %I . E (&} %ll iH LE:| 0.“ § D_]I- & H} @ An active secret has been detected in your organization.
5 = Sl @l Sl = e &View Details: https://argus.cremit.io/o/nextsecurities/finding/cmmae221h0002awyxwkukuipO
. 2= h—
e JINA: == E2 Bt & ¥X I * CREMIT

Cremit - NHI Security Platform | Detect & Manage Your Hidden Risk

Detect & Manage Your Hidden Risk. Discover and manage hidden secrets, API keys,
and credentials across your entire infrastructure. Comprehensive security scanning for
repositories, cloud storage, collaboration tools, and more. (45 kB) =




| FEEDBACK LOOP WITH DEVELOPERS
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PR Scanner

. ' Review required

At least 1 approving review is required by reviewers with write access.

All checks have passed

1 successful check

v . Cremit Argus Scanner Successful in 2s — No active secrets (1 unverified)

Merging is blocked

At least 1 approving review is required by reviewers with write access.

Merge pull request = ~ | You can also merge this with the command line. View command line instructions.
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| SAST(Static Application Security Testing)
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| AUTOPROOF: REDUCING NOISE

90%

Alert Fatigue Reduction

Real Threats, Not Noise
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AutoProof

Showing 6 results
Status Vulnerability First Detected
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Tore

java.spt
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| SCA(Software Composition Analysis)

Dependabot: Xt& CVE A M
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Q is:open

@ 108 0pen @ 0 Closed

o === Emm el sssmes ssme ssm mmads to remote code execution ( Critical)
t

-lock.json

OB o B == o 1 regex injection in DOCTYPE entity names |
ock.yaml

O moom e = pen L o2 regex injection in DOCTYPE entity names |
ock.yaml

o & N EemmcEmeEms Emmmmm| (High) (Development
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